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Guidelines For Assessing
Whether Human Factors Were
Considered InThe Weapon
Systems Acquisition Process

Human | factors should be an important con-
git ipn in the weapon systems acquisition
[ assure that weapon systems can be

operatett and maintained by the people who
must use them. GAO suggests general guide-
lines toluse in determining the extent to which
human lfactors were considered in this process.
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Request for copies of GAO reports should be
sent to:

U.S. General Accounting Office

Document Handling and Information
Services Facility

P.O. Box 6015

Gaithersburg, Md. 20760

Telephone {202) 275-6241

The first five copies of individual reports are
free of charge. Additional copies of bound
audit reports are $3.25 each. Additional
copies of unbound report (i.e., letter reports)
and most other publications are $1.00 each.
There will be a 25% discount on all orders for
100 or more copies mailed to a single address.
Sales orders must be prepaid on a cash, check,
or money order basis. Check should be made
out to the “Superintendent of Documents”.




GAO has issued numerous reports over the years on
individual weapon systems. Many problems discussed in
these reports have a direct or indirect relationship to
the human factors element and the acguisition process;
that 1s "what assurances are there that weapon systems
developed can be operated and maintained by the people
who must use them."

The following pages contain general guidelines for
auditors to use in evaluating what manpower implications
woere considered in the design of a weapon system. These
quidelines do not necessarily include all of the questions
that need answering. They do, however, provide a frame-
work from which to begin and can be modified or expanded
as expericence in auditing a particular weapon system dic-
tates.

We obtained informal comments on these guidelines
from various officlials in the Department of Defense who,
becausce of their knowledge and interest in the human fac-
tors areca, provided information used in developing these
guidelines. We thank them for their comments and believe
the guidelines have been greatly improved as a result of
thelr input.

We encourage the use of these guidelines by those
involved in the auditing profession and by those having
day to day responsibility for the administration and
management of any particular weapon system. Further
suggestions for revising and improving the guide are
we lcome and should be addressed to me at the Federal
Personne! and Compensation Division, U.S. General
Accounting Office, 441 G. Street, NW., Washington, D.C.
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As highlighted
GAO's work
selectoed o y*

GAO report (MASAD-81-26, May 14,
_ : »ms has culminated in 24 reports
&. Those reports, issued from September

1 1981, identified 81 issues in 14 categor:
have o direct bearing on the weapon systems' e! >
on the management of the acquisition program. One
concerns the manpower, training, and human factors
|mp11catxon assoclated with the design of a weapo
t , what assurances can be made that (1) systems
meet the capabilities of people, (2) adequate
le with the right skills are available to operate
system, and (3) training needs are identified
to provide for safe and effective operation

i

and met In or
and mailntenance.,

In another GAO e t issued on January 29, 1981, (PSAD-81-
17}, manpower problems were identified as factors contributing
to system tailures. That report said:

such as skill levels, proficiency, availabil-
) y Lo 55, and fatique of the personnecl
who operate and maLnLaJn military systems contribute to
humun induced system failures. Indications are that

types of faillures are quite high. New policy em-
phasis on human limitations in the design of systems may
have a very limited impact because:

H

specifications, standards, and handbooks
gning and developing systems and equipment
21y address human limitations.

are no o comnon collective methodologies and data

tor > by system designers in forecasting skill
formance levels of future military personnel.

z testing and evaluation poli
g b dm nmt tend to identify and rwsolvo
human-induced failures durlng the developmental
‘ acgquisition process.”

lly becn the philosophy that technology will
mity to meet the mission needs and that man
can adapt :chnology. Designers of weapon systems often
do nwt GO o capabilities and performance requirements
i the people who will operate and maintain the systems in the
mpmxut tonal e¢nvironment. It is therefore extremely important
that weapon rviews include an evaluation of the extent
to which DO co ; manpower, personnel, and training needs
and capabilitices in the weapon system acquisition process.
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Two different approaches to reviewing weapon systems can be
The first, found in Chapter 1, involves a review of the
documentation required in the decisionmaking process.
nd approach, found in Chapter 2, involves an analysis
various organizational functions as they relate to the weapon
m acquisition process. Both contain general guidelines for
> use in evaluating what manpower, training, and human
'm@ering implications were considered in the design
: ‘ . system. These guidelines address the question of
whuther such systems can be operdted and maintained to achieve
requirements or design capabilities when they become
for use. Although these guidelines do not necessarily
all of the questions that need answering, they do
framework which can be modified as experience in
udltlnq a particular weapon system dictates.




CHAPTER 2

REVIEW OF REQUIRED DOCUMENTATION

GUIDELINES (APPROACH #1)

roval to proceced with the development and/or
individual weapon system programs rests with the
i 150 OF respective Service Secretaries. In 1969,
Defense Systems Acguisition Review Council was established
o review such programs and provide the Secretary of Defen
with rf*“muvndut10n“ concerning the status and readiness of
1nd;vx< bon systems to enter or continue in the acquisition
31 ly the acquisition cycle is broken down into four
i which are (1) Milestone 0--Program Initiation, (2) Mile-
I--bemonstration and Validation, (3) Milestone II-~Full
Engincering Development, and (4) Milestone III--Production
ploy t. “The Council plays an important role in the
sionmaking process in recommending whether to begin develop-
of a noew e or proceed from one stage to the next in
doevelopment,

ion Element Need Statement (MENS) is the document
lestone (0 decision is based. This
i 5 ines among othet things (1) a specific defi-
ncy or opportunity within a mission area, (2) the relative
01 Lhn doflgjency, and (3) the general magnitude of
LC *s that the service is willing to invest
: tha defici@ncy. An August 1978 memorandum from
ant Secretary of Defense (Manpower, Reserve Affairs

> the Secretaries of the military departments
; p Lhat m npcwur analysis and requirements information be
subimit !wd to the Office of the Secretary of Defense (0SD) to
the Seco ry's review of system acquisitions. This
ndum e s that the manpower information be submitted
IS in rarate Manpower Analysis Paper (MAP) or in exist-
documen Lf appropriate. The data should be submitted with
MEENS or cach rcision Coordinating Paper (DCP--document for
in Milestone I, 1I, and I1I decisions).

The Mis
whlc} the Mi

The following information presents guidelines to use during
cach b the program milestone review phases.

0

MENS to determine i1if any manpower, training,
actors mlqincering constraints or opportun-
usad to Jjustify the need for the weapon

(1) Review the
and  home




(2)

cerminge whether a MAP or other documents were submitted
with the MENS for use in the decision process. If not,
determine why .

If any of the above were submitted, determine what man-
power data was included. The documents should provide
an ldentification of any broad manpower constraints on
the mission need, and a commitment to assess alterna-
tives to reduce manpower requirements.

In connection with this, determine {(during this phase or at

in Mil

(4)

satone I phase)

(a) whether data was included that showed the peacetime
and wartime nmanpower redquirements compared against
a projected supply of personnel, throughout the
system's life span;

{(b) whether the specific occupational specialties and,
if possible, skill levels needed to operate, main-
tain, and support the weapons system throughout
its life span were identified;

{c) whether estimated staffing levels per unit (squad-
ron, battalion, ship, etc.) to meet wartime and
peacetime requirements were developed and pre-
gented; and

(d) whether the lead times needed for training or
obtaining the required number of people were
presented.

During this phase, determine whether 0SD or the
identified any manpower, training, or human fac
neering problems associated with previous simil
(lessons learned). If so, determine what th P
were and if the information was used in the declision
process to resolve similar problems or reduce the like-
lihood of human-induced system failures.

st for insuring that needed

: oped and that training sy 25
: ¢ numbers of people required to oper-
and maintain the system. Determine at what stage or
stages the service training organizations are asked for
input, and how the input affects the decision process.
If this cannot done in this phase, perform for
Milestone 1 phase.

Determine what

t
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(6) Obtain input f{rom training organizations and determine

loped. 1f not, determine what tradeoff
tions were made. (Perform in Milestone I
unavailable in this phase.)

(7) Determine Lf there were any lead times established in
¢ :ction with the development of training programs.
I ‘mine in Milestone I phase 1f not done for this
3
(8) 1 ‘mine if information regarding changes in estimates
people/skills/aptitudes, which may occur to varying
s during any stage in the acquisition process,
was provided to the training organization on a contin-
uing basis. If so, assess any impact this may have
on planned training. Determine in Milestone I phase
it not done for this phase.
{(9) 1 rmine if planning documents used in the Planning,

rograming, Budgeting System address plans for new
proved weapon systems and the related impact on
construction cosgts or possible training base expansion
requirements.,

(10) Determine if the contractor selection process (Request
for Proposal, Selection Panel, etc.) included manpower,
training, and human factor engineering needs. Determine
if the proposal evaluation criteria included as a speci-

f reportable item throughout the contractual effort

information concerning manpower, training, and human

Yrs engineering.

ermine if the services provided baseline manpower,
raining, and human factors engineering data in their
request for proposal.

(1) Determine whether a DCP was prepared and, if so, review
it to determine whether it included estimates of unit
and total program staffing levels for wartime and peace-
time requirements. Obtain and evaluate supporting data
that was or should have been attached to the DCP.

Determine whether a MAP was prepared and submitted, It
350, determine what changes were made from any previous
MAP and the rationale for the changes.

{3) Review the MAP and determine whether it included infor-
nation about optional manpower requirements and its
‘ects on operational capability; i.e., options in

5



the number of personnel, skill (job proficiency) levels,
and military occupational speclalties. Determine what
options were selected and whether a rationale for selec-
tion was presented. Obtain and evaluate supporting data
that was or should have been attached to the MAP.

rmine what tests were planned for use in assessing
rlected manpower alterndtives in the MAP or other
scuments.  Determine how the test results were used
in deciding on a particular option.

(5) Verify whether the MAP or any other document discussed
alternative approaches to reducing manpower requirements
or increasing productivity. An example of this would be
a change in maintenance approach which affects the
number of functions to be performed and number of per-
sonnel and skills required.

(6) Determine what test and evaluation procedures were or
are to be performed to assess the personnel skill re-
quirements, human factors, or training implications
of the total system (e.g., performance under stress
or fatiqgue, visual or physical needs, workload, apti-
tude, and training required to operate and maintain).
Real world scenarios should be used to identify people-
related problems with the system.

(7) Determine how the results of demonstration and valida-
tion will be used in the decision process.

(8) Review respective requests for proposals or other simi-
lar documents to determine if the services included
statements addressing manpower. Was service manpower/
personnel/training information included as part of
Government-furnished information in the contract package?

{(9) Determine if the source selection process included
grading/evaluation c¢riteria which address manpower
and reward innovative approaches aimed at reducing
manpower/training and/or personnel skill levels.

elopment Phase

(1) During this phasec ific manpower estimates (minimum
and maximum numbers) should be established. Determine
whether the DCP, MAP, or other submitted documentation
included this information. Obtain and review supporting
documentation.

(2) Assess the rationale for the estimates and identify
whether any unique skills or specialties were estimated
as being necded.




srinine whether revised estimates of manpower require-
5 included and the basis for any revision;
1tions from previous phase led to alter-

| L
ions of previous estimates.

(4) Untormlnn what tradeoffs among manpower demand, person-
supply, and training (quantity, skills, specialties)
made. Obtain supporting documentation and deter-
rationale used in making tradeoff decisions.

mi

{5) Determine whether requirements versus supply (available
skills, particularly highly skilled technicians in spe-
cialized occupations) were considered in the decision.
This should include consideration of turnover/attrition
rates, specialized training required, and other factors
affecting the availability of needed personnel.

(6) Determine whether man-machine tradeoff criteria were

used in the development of operation and maintenance

work spaces, environmental control concepts, and

control/display/software design concepts. Assess the
extent to which developmental tests demonstrated (l) sys-
tem conformance to human factors engineering design cri-
teria, (2) adequacy of training approach, (3) acceptabil-
ity of system-imposed operator workload, and (4) system
safety.

{7) Determine if plans were submitted which (1) outline
procedures for acquiring personnel, including Reserves,
to meet wartime and peacetime manpower requirements,
(2) identify any staffing problems for any specialty,
particularly those with shortages, and (3) evaluate the
man-machine effectiveness during acceptance testing.

If such plans were not submitted during this phase,
determine 1f they were submitted during subsequent
phase (Production and Deployment) and if not, deter-
mine why.

(8) Determine 1f documentation identifies what training
programs and training equipment are essential for each
skill progression. If documents do not provide this
information, determine if the information is included
in subsedquent phase (Production and Deployment) docu-
mentation, If not, determine why.

(9) D ‘ » what feedback process exists to provide
information on manpower/personnel/and training short-

comings found during the various developmental and
‘ ional testing that should be considered in the
ant process. If process does exist, evaluate

how effective the process is.



I - Productior

and Deployment Phase

cermine whether a DCP, MAP, or other document was
red for this phase and review these for manpower
h.  Obtain supporting information.

mine whether a staffing document was prepared
showing total position requirements broken down by
specialty and skill level required. Determine whether
high-demand workload, direct versus support work,
supervisory assignments, etc.

(3) Obtain and review the documentation concerning infor-~
mation on specialties to determine whether shortages
of any required specialties have been a problem in
the past, and assess what plans there are to overcome
them.

(4) Determine whether required training equipment is avail-
able so that individuals programed for assignment to
the weapon system will have had required training by
time of deployment.

rstions for the Contractor/Subcontractor/

gram Ma

ager

(1)

(2)

(3)

{5)

Determine whether the above were asked to give input
(estimates) as to the number of people/skills/aptitudes
it would take to operate and maintain the system when it
became deployable., If not, why?

If so, during what stage (stages) was the input required?
Determine whether this information was required within
established time periods and, if so, was this requirement
met?

Determine who was designated to receive this information
and 1f it affected continuation to the next phase.

Determine whether OSD or the services provided any feedback
to the contractor/subcontractor regarding submitted manpower,
ining, or human factors engineering data that would affect
stimates or design of the system. Determine if the

k answered any guestions raised by the contractor.

foeedbac

Determine whether the contractor was bound to any manpower,
training, or human factors engineering constraints in design-
ing and devceloping the weapon system.



(6) Dhetoermine what dialogue took place between the contractor/

subcontractor/program manager/service's manpower, training,
and human factors engineering organizations and 0OSD decision-

makoers

oncerning these related factors.

(7) Obtain contractor/subcontractor opinions as to effectiveness
of the dialogue,

; > whether the manpower, personnel, and training

sjes were considered for both the system/subsystem and

: total operational environment in which it must operate,
including hostile and fatigue-inducing environments.

ESTIMATED STAFF-DAYS FOR APPROACH #1

Staff-days 1/

Milestone {0 - Program Initiation 20
Milostone I - Demonstration and Validation 30

Milestone II - Full Scale Engineering

Development 20

- Production and Deployment 10
Contractor/Subcontractor/Program Manager 10
Total 90

sumes all work outlined will be performed. These estimates
i not precise and will vary depending upon such things as
the auditor's (1) existing subject matter knowledge, (2) cov-
ge on each of the individual guides, or (3) knowledge of
sbrganlzations to visit to obtain needed information.




REVIEW OF ORGANIZATIONAL FUNCTIONS

GUIDELINES (APPROACH #2)

is an evaluation of the various functions
‘ , training, and human factors engineering
important ingredients in the weapon system

3 The audit work outlined in this chapter
s not tailor to any specific phase or milestone and does

L Involve an uation of required documentation and support-
ing data. An auditor should bear in mind that within a service
unctions may cross organizational lines. As a result,
an auditor may be required to visit-several locations.

perspective,
Accui sition

The functions presented for review are

~-manpower requirements (work demand created by weapon

--personnel inventory (supply of personnel to do the work),
~-training,

-~hunan factors engineering,

o 5

ing/assignment,
--testing/demonstration/validation, and
--research considerations.

Using this approach, an auditor should consider the follow-
ing guidelines.

SNTS VERSUS SUPPLY OF PERSONNEL

MANPOWER REQUIRE!

“ism of the weapon system acquisition process has

ljed manpower is neither available in number or

ills to operate and maintain the system at the time
; deployable, thereby contributing to system

pility to predict the availability of people

s and skills when the system becomes deploy-

11leviate or lessen the magnitude of human-

To address this issue:

el
able

crmine what manpower analysis was conducted for input
> design/concept/program initiation phase.

10



=1 f maﬂpwwwr analysis was performed, determine whether re-

e ‘ both wartime and peacetime) were estimated
eyele of the system, and how these estimates
developed.

W T e

=Deternine what staffing documents were developed that
1 requirements (wartime and peacetime) by unit,
srpuadron, ship, skill, occupat.ion, etc.

e bieyweny

the staffing documents to determine if modifica-
too the documents were made and why. For example,
7 the demonstration and validation stage, testing

may dictate a change in maintenance procedures

ect a potential deficiency. This in turn may

a change in staffing requirements. Such changes
cross—-checked to the original staffing document.

1terview resg pon$xb] officials to determine what
assurance they had that the required personnel and
skills, as estimated in the staffing documents, would
bhe available at time of system deployment.

1)t ~m1nw the extent to which the respective services'
tiong for determining manpower requirements were
| to provide input to the weapon systems procesgs

re or during the design (concept/program initiation
e) and during subsequent phases.

pha

--Determine the extent to which manpower factors are built
into the contractual agreements with the company respon-

sible for buildinq the system and the extent to which

» company is accountable for insuring the system is

hullf with the user in mind.

ermine if the program manager provides the services'

ower organizations the estimated manpower require-

needed to operate and maintain the system and seeks

sack on whether the number and skills will be avail-
t time of system deployment. If not, why? If

) 1 numbers are available, determine what programs

are developed to insure the retention of these personnel.

ine what procedures exist to insure continuous dia-
hetween program managers and personnel planning
izations throughout the weapon system's development.
h procedures would be necessary to insure that
personnel planning organizations are aware of any changes
tey the weapon system which affect estimates on needed
manpower availability.

11



-6 ) are identified
by sys to prevent loss of identity
quirements decisionmaking process.

srmine 1 f
. ifically
1n the ¢

rm, mlmuldtlon of hardware, or a complex
lopment effort, etc. Determine how the
characterized, i.e., by grade, years
scores, etco.

lative system concepts and hardware
sxplored to assess the impact on the
skill or aptitude level.

1y or retraining, will man be better

2l weapon system? Are the human

ing and maintaining weapon systenms

! sqquate training or poor quality of

‘ |h0 mj]“ v?  Will guality improve? If not,

“Ldlnlnq or retraining provide for correcting the problems?
3 tralning or retraining be planned for to insure that

nerate and maintain the system when deploy-

nine the extent to which the services' training

and proceduresg affect the weapon system design,

ran be done.

: rmtpemtive services' training organizations
input on a continuous basis to the weapon system
process.

nire und rUVL@w what procedures exist to insure that

ions are kept apprised, on a periodic

ges in concept, design, etc., which may

ihv t@vwlupm@nt of training programs or training
requirements.

» lead times needed for designing training pro-
i3e wwapmn systems and how classes will be scheduled
7 »d training is received before system

ourse content versus on-the~job training
rmine whether training device/
oments were explicitly derived from

. Determine if manpower requirements
pwwvida people to conduct on-the-job

‘rrdlnlmy»

12



“Iw?tﬂMIHU how the developers of the operations and

11« ainuals coordinate with the training organi-
insure that manuals are not too sophisticated
simated quality (e.g., reading ability) of
who will be trained.

length of time needed for developing operations
1ce manuals and what input is needed from
organizations concerning future quality of people

who will using the manuals.

what documentation on training plans for oper-
maintenance exists and review the documentation
it includes an evaluation of options concerning
- cholce and design, technical publications,

vs. on-the-job training, unit training, individual
ing, and simulator training.

FING/ASS TGNMENT

nent of a weapon system could have an impact
Lgnment., or classification procedures if part
etrained to operate and maintain a new or
It is therefore important that those people
king assignments are kept apprised of weapon
oment .

ﬂ nation between the weapon system acquisition
I 5 and the personnel skill classification and
assignment process.

view officials responsible for both functions to
, the impact weapon system development has on staff-
ing/assignment procedures. Document potential problems.

e ROV 0 documentation that shows how the information
1, received, and fed back and its timeliness
sionmaking process.

STRATTON /VALIDATION

*ision to enter full-scale engineering
the system's usefulness should be thoroughly
50 as Lo get an estimate of operational ef-
ibility, including logistic supportability.

3 tiveness, human factors engineering
nt to such estimates. To assess
rs engineering considerations
:lnq and evaluation of the system, the

‘wiwn+ lry whi
(. Hriudrd in
. Fyex




lquOWﬁh training or hunan factors engi-
: nts or problems, surfaced from tests

on thw previous system, need consideration
modified system. Determine if these con-
ams were conslidered and tested for and
obtained.

the system included any con-
> levels, height, weight, stress,
ctce., that would affect system
determine how and when this infor-
ed to decisionmakers and whether the
impact on decisions.

test results affected the esti-
ility of personnel and skills,
reded change in manpower estimates
ing documents. Determine if this
communicated, its timeliness, and results.

indicated the need for

‘nd to meet mission objectives and
JLLed in a plan for attaining and main-
‘ sonnel. Determine if this information
ed to decisionmakers in time to affect

ices® human factors engineering laboratories, such
in Abnndﬂun, Maryland, play an important role in
iisition process by researching and eval-
5 associated with designing, oper-

> system. The role they play is depend-
ived and number of researchers available.
gineering laboratories get involved in
through industrial funding approved by
zqcru. Human engineering should be a sig-

: -em de%an and the auditor may wish

the funding methodology limits research
and 1f it 1s more advantageous to con-
ugh appropriated funds versus indus-—

14



e I toryiew monsible officials at the respective research
baboratories to determine the extent to which they get
involved 1n the acgqulsition process.

~betermine the extent to which human factors engineering

; (program initiation, demonstration
and valic ion, etc.) researchers get involved and assess
wheth they have time to affect the decisionmaking

proce

ermine the number of researchers involved and their
workload.

--Bample researchers to determine their perspective on
the rescarch performed, organizational difficulties,
and suggestions for improvement.

-—-Determine the organizational alignment of the labs and
the ox which they provide input to the manpower
and persc organizations in the respective services.

»rmine the attrition/turnover rate of the researchers
and their reasons for leaving as well as the average
amount of experience the remaining researchers have.

-=Determine why research 1s conducted only through indus-
trial funding and how this affects the amount of research
and type of research conducted.



FESTIMATED STAFF-DAYS FOR

APPROACH #2

zatlion

Manpower Regquirements vs. Supply
ol Personnel

Training

fing/Assignment
Testing/Demonstration/Validation

rch/Human Factors Engineering
Considerations

£ e

Total

Staff-days 1/

30
23
8

17

22

100

1/Assumes all outlined work will be performed. These estimates

- are not precise and will vary depending upon such things as
the auditor's (1) existing subject matter knowledge, (2) cov-
erage on each of the individual guides, or (3) knowledge of
organizations to visit to obtain needed information.

(967012

16






AN EQUAL OPPORTUNITY EMPLOYER

UNITED STATES
GENERAL ACCOUNTING OFFICE
WASHINGTON, D.C. 20548

OFFICIAL BUSINESS
PENALTY FOR PRIVATE USE, 3300

POSTAGE AND PEES PAID
U. 5. GRNERAL ACCOUNTING OFFICE |

THIRD CLASS






